








-- foreach ($data as $i => $value) {
++ foreach (array_values($data) as $i => $value) {
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We all make mistakes



We all make mistakes
We all can learn from them
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Unexpected Surprises





echo "Search Results For" . $_GET['query'];



echo "Search Results For" . $_GET['query'];



<strong> </strong>

echo "Search Results For" . $_GET['query'];

<strong> </strong>



<script>alert(“Oops!”)</script>

echo "Search Results For" . $_GET['query'];

<script>alert(“Oops!”)</script>



echo "Search Results For" . $_GET['query'];







query("SELECT * FROM posts WHERE title = '{$_GET['query']}'");



query("SELECT * FROM posts WHERE title = '{$_GET['query']}'");

SELECT * FROM posts WHERE title = 'Best stoopwafels'; DROP TABLE posts;--





<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE foo [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "file:///etc/password" >]>
<foo>&xxe;</foo>



class Foo {

public $file = 'test.txt';

public $data = 'bar';

function __destruct(): void {

file_put_contents($this->file, $this->data);

}

}



class Foo {

public $file = 'test.txt';

public $data = 'bar';

function __destruct(): void {

file_put_contents($this->file, $this->data);

}

}

test.txt bar

serialize()

index.php die()



Never Trust User Input!



When to trust user input



•

•

•

•

•

•

•

•

•

•

•

What not to trust



















(╯°□°)╯︵┻━┻



VALIDATE SANITIZE ESCAPE



VALIDATE SANITIZE ESCAPE

example@example.com

Example-example



VALIDATE SANITIZE ESCAPE

How to <script>alert(‘xss’);</script> How to alert(‘xss’);

my-awesome-song-*****.mp3 my-awesome-song-_____.mp3

How to <script>alert(‘xss’);</script> How to

my-class>your-class my-class_your-class



VALIDATE SANITIZE ESCAPE



ESCAPE

Best dutch food<script>alert(“Oops!”)</script>

Best dutch food &lt;script&gt;alert(“Oops!”)&lt;/script&gt;

Best dutch food <  script >  alert(“Oops!”) <  /script>

Best dutch food 



ESCAPE

query("SELECT * FROM posts WHERE title = %title", $query);



ESCAPE

SELECT * FROM posts WHERE title = 'Best \'DROP TABLE posts'

query("SELECT * FROM posts WHERE title = %title", $query);



VALIDATE SANITIZE ESCAPE



VALIDATE SANITIZE ESCAPE

filter_var('foo@bar.com', FILTER_VALIDATE_EMAIL);

is_email('foo@bar.com');

valid_email_address('foo@bar.com');

<field name="email" type="text" validate="email" />

var validator = require('validator’);
validator.isEmail('foo@bar.com');



VALIDATE SANITIZE ESCAPE

filter_var(); var validator = require('validator’);

https://github.com/chriso/validator.js
https://php.net/filter_var
https://php.net/manual/en/filter.filters.validate.php


filter_var(‘###foo@bar.com', FILTER_SANITIZE_EMAIL);

sanitize_email(‘     foo@bar.com  ');

VALIDATE SANITIZE ESCAPE



filter_var();

VALIDATE SANITIZE ESCAPE

https://php.net/filter_var
http://php.net/manual/tr/filter.filters.sanitize.php


VALIDATE SANITIZE ESCAPE

filter_var('test <script>alert("xss");</script>', FILTER_SANITIZE_FULL_SPECIAL_CHARS);
htmlspecialchars('test <script>alert("xss");</script>', ENT_QUOTES, 'UTF-8');

esc_html('test <script>alert("xss");</script>’);

check_plain('test <script>alert("xss");</script>');

<field name="email" type="text" validate="email" />

var validator = require('validator’);
validator.isEmail('foo@bar.com');



VALIDATE SANITIZE ESCAPE

https://php.net/filter_var
https://php.net/manual/en/filter.filters.sanitize.php
https://php.net/htmlspecialchars
https://codex.wordpress.org/Validating_Sanitizing_and_Escaping_User_Data
https://api.drupal.org/api/drupal/includes%21common.inc/group/sanitization/7.x
https://api.drupal.org/api/drupal/core%21includes%21common.inc/group/sanitization/8.6.x
https://github.com/chriso/validator.js
https://api.joomla.org/cms-3/classes/Joomla.CMS.Filter.InputFilter.html#method_clean


VALIDATE SANITIZE ESCAPE

$post = $wpdb->query(
$wpdb->prepare(
"SELECT * FROM posts WHERE title = '%s'",$query

));

$query = $connection->query(“
SELECT * FROM posts WHERE title = :title", [':title' =>$query]);

$stmt = $pdo->prepare("SELECT * FROM posts WHERE title = :title");
$stmt->execute(['title' => $query]);
$post = $stmt->fetch();



VALIDATE SANITIZE ESCAPE

https://php.net/manual/en/book.pdo.php
https://phpdelusions.net/pdo
https://php.net/manual/en/book.mysqli.php
https://codex.wordpress.org/Class_Reference/wpdb#Protect_Queries_Against_SQL_Injection_Attacks
https://www.drupal.org/docs/7/api/database-api/static-queries
https://www.drupal.org/docs/8/api/database-api/static-queries
https://github.com/mysqljs/mysql#escaping-query-values
https://docs.joomla.org/Selecting_data_using_JDatabase


<script>alert(“Oops!”)</script>

echo "Search Results For" . $_GET['query'];

<script>alert(“Oops!”)</script>



query("SELECT * FROM posts WHERE title = '{$_GET['query']}'");

SELECT * FROM posts WHERE title = 'Best stoopwafels'; DROP TABLE posts;--



<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE foo [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "file:///etc/password" >]>
<foo>&xxe;</foo>



class Foo {

public $file = 'test.txt';

public $data = 'bar';

function __destruct(): void {

file_put_contents($this->file, $this->data);

}

}

test.txt bar

serialize()

index.php die()
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•

•

•

•

•

•

•

•

•

•



Injection

•

•

•

•

•

•



Cross-Site Scripting (XSS)

•

•

•

•

•

• strip_tags()

•



Insecure Unserialization

• serialize() unserialize()

•

•

•



XML External Entities (XXE)

• libxml_disable_entity_loader()

•

•



Unpleasant Visitors



https://site.noob/user/796148



https://site.noob/user/23453



https://site.noob/user/796148/edit



https://site.noob/user/23453/edit









https://site.noob/user/login

•

•

•

•
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•

•

•

•

•

•

•

•

•

•



Sensitive Data Exposure

•

•

•

•

•

•

•



Broken Authentication

• password_hash()

•

•

•

•

•

https://www.drupal.org/project/password_hash
https://wordpress.org/plugins/password-hash/


Broken Access Control

•

•

•

•

•

•



Unpleasant Negligence



Security Misconfigurations
•

•

•

•

•

•

•



Components with Known Vulnerabilities
•

• composer update

•

•

•

•

https://github.com/drupal-composer/drupal-security-advisories
https://github.com/Roave/SecurityAdvisories


Insufficient Logging

•

•

•

•

•

•
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•

•

•

•

•

•

•

•

•

•



Never Trust User Input!



Security vulnerabilities are  bugs and 
misconfigurations

There is nothing to be embarrassed about



Build Security Into Pipeline



Raise Awareness



Further Resources



Further Resources

•

•

•

•

•

•

•

•

https://www.surveymonkey.com/r/DrupalConAmsterdam

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
https://www.php.net/manual/en/function.filter-var.php
https://ayesh.me/PHP-Samesite-cookies
https://ayesh.me/talk/TLS-HTTP-Headers
https://github.com/Roave/SecurityAdvisories
https://github.com/drupal-composer/drupal-security-advisories
https://www.surveymonkey.com/r/DrupalConAmsterdam


Questions?

@Ayeshlive  ayesh@ayesh.me
https://ayesh.me/talk/OWASP-Top10-AMS

No question is too small.

mailto:ayesh@ayesh.me
https://ayesh.me/talk/OWASP-Top10-AMS


Feedback

@Ayeshlive  ayesh@ayesh.me
https://ayesh.me/talk/OWASP-Top10-AMS

https://www.surveymonkey.com/r/DrupalConAmsterdam

mailto:ayesh@ayesh.me
https://ayesh.me/talk/OWASP-Top10-AMS
https://www.surveymonkey.com/r/DrupalConAmsterdam


Join us for
contribution opportunities

Thursday, October 31, 2019

9:00-18:00
Room: Europe Foyer 2

Mentored 
Contribution

First Time
Contributor Workshop

General
Contribution

#DrupalContributions

9:00-14:00
Room: Diamond Lounge

9:00-18:00
Room: Europe Foyer 2



Thank You
Dank u

dankie

faleminderit

shukran
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