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filter_var();

https://php.net/filter_var
http://php.net/manual/tr/filter.filters.sanitize.php


filter_var('test <script>alert("xss");</script>', FILTER_SANITIZE_FULL_SPECIAL_CHARS);
htmlspecialchars('test <script>alert("xss");</script>', ENT_QUOTES, 'UTF-8');

esc_html('test <script>alert("xss");</script>’);

check_plain('test <script>alert("xss");</script>');

<field name="email" type="text" validate="email" />

var validator = require('validator’);
validator.isEmail('foo@bar.com');



https://php.net/filter_var
https://php.net/manual/en/filter.filters.sanitize.php
https://php.net/htmlspecialchars
https://codex.wordpress.org/Validating_Sanitizing_and_Escaping_User_Data
https://api.drupal.org/api/drupal/includes%21common.inc/group/sanitization/7.x
https://api.drupal.org/api/drupal/core%21includes%21common.inc/group/sanitization/8.6.x
https://github.com/chriso/validator.js
https://api.joomla.org/cms-3/classes/Joomla.CMS.Filter.InputFilter.html#method_clean


$post = $wpdb->query(
$wpdb->prepare(
"SELECT * FROM posts WHERE title = '%s'",$query

));

$query = $connection->query(“
SELECT * FROM posts WHERE title = :title", [':title' =>$query]);

$stmt = $pdo->prepare("SELECT * FROM posts WHERE title = :title");
$stmt->execute(['title' => $query]);
$post = $stmt->fetch();



https://php.net/manual/en/book.pdo.php
https://phpdelusions.net/pdo
https://php.net/manual/en/book.mysqli.php
https://codex.wordpress.org/Class_Reference/wpdb#Protect_Queries_Against_SQL_Injection_Attacks
https://www.drupal.org/docs/7/api/database-api/static-queries
https://www.drupal.org/docs/8/api/database-api/static-queries
https://github.com/mysqljs/mysql#escaping-query-values
https://docs.joomla.org/Selecting_data_using_JDatabase
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<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE foo [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "file:///etc/password" >]><foo>&xxe;</foo>
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